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About Macnica Americas

Macnica Americas is a franchised semiconductor distributor for multiple, high-tech suppliers within
North America. Our business model emphasizes unsurpassed technical support and knowledge versus
other distribution options at no cost premium. Macnica Americas is the North American based division
of Macnica Inc., a $2.4B global leader in semiconductor distribution. We maintain a field support staff
as well as centralized design & applications teams.

Optional design services are headquartered in San Diego, CA., USA and offer partial or full turnkey
design of FPGAs, power distribution networks, and full PCB design. Our expertise includes all aspects of
high speed communications protocols and networking, video broadcast, signal processing, and storage
applications. Macnica’s specialty is high density, high speed complex FPGA designs utilizing multiple IP
cores with fast time to market requirements.

Macnica can help you deliver a winning project with the unique combination of technical support,
custom IP, and design services. Setup a meeting today!

http://www.macnica-na.com

License and Terms of Use

This lab with its associated source code and support files, are being provided on an "as-is" basis and as
an accommodation. Therefore all warranties, representations or guarantees of any kind (whether
express, implied or statutory) including, without limitation, warranties of merchantability, non-
infringement, or fitness for a particular purpose, are specifically disclaimed.

This source code may only be used in an Altera programmable logic device and may not be distributed
without permission from Macnica Americas, Inc. It is provided free of royalties or fees of any kind.
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1 Lab Overview

1.1

1.2

1.3

Introduction and Goals

The Altera® system on a chip (SoC) Embedded Design Suite (EDS) is a comprehensive tool suite for
embedded software development on Altera SoC devices. The Altera SoC EDS contains
development tools, utility programs, run-time software, and application examples that enable
firmware and application software development on the Altera SoC hardware platform.

The Altera SoC EDS provides the tools you need to work more productively, improve your
software quality, and quickly bring your product to market.

This lab is designed as a self-paced-learning tool for understanding the fundamentals of using the
tools and reference designs included in the Altera SoC EDS installation. It is highly recommended
persons attend additional training, such as that offered by Altera directly, for more detailed
education on this rather complex flow and device family.

The lab is broken into a series of major sections or milestones representing the common uses of
the EDS, ARM DS-5 and reference designs. Unlike other trainings you may have had, this lab does
not explicitly indicate every button to push or value to enter. Instead, your goal is described with
the necessary information given. If you are having problems, each section concludes with a series
of hints related to the tasks proposed.

Hardware and Software Requirements

e Macnica Helio SoC Evaluation board with 2 micro-USB cables and 1 Ethernet cable

e This lab uses a Windows host computer, as can be seen from the screenshots and the issued
commands. However, the scenario can also be run on a Linux machine which is the more
typical development environment for embedded Linux.

e Quartus Il v13.1 (recommended, web or subscription edition) or stand-alone device
programmer and SignalTap Il Logic Analyzer

e Altera SoC EDS v13.1 installed

e The ARM DS-5 AE will be installed with the SoC EDS and a license will be required.

e microSD card loaded with Helio Linux kernel v3.9: helio sdimage v3.9.tar.gz

e Downloaded Linux kernel v3.9 source for debug: socfpga-3.9-rel.tar.gz

Assistance

A dedicated e-mail account has been setup to receive support requests for the vWWorkshop series.
Please identify the course (in this case SoC EDS) in addition to details on the question.
workshophelp@macnica.com

1.4 Lab Agenda and Milestones

Set-up Host & Target and Launch DS-5
A few items will need to be set-up on both the host PC as well as the target SoC device running Linux.

This includes extracting the Linux kernel source for debugging, setting the IP address of the target if a

DHCP server is not available and setting up a root password.
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Connect to Remote Target

The ARM DS-5 AE can run and debug programs directly on the target with the help of the Remote
System Explorer (RSE). Before this feature can be used, the RSE needs to be configured to connect to
the target board running Linux.

Import Linux Application
There are several example software applications included with the SoC EDS install. This lab will be using
the simple “Hello World” Linux application.

Debug Linux Application
Once the “Hello World” application is compiled and an executable is produced, you will use the remote

system connection to download and debug the application.

Debug Running Linux Kernel

It is required for this lab that the microSD card has a working Linux kernel based on the Helio golden
reference design (GHRD). The ARM DS-5 offers powerful tools for Linux kernel and driver developers
that are accessed via the USB Blaster-Il debug interface. A licensed DS-5 in required.

View Peripheral Registers

The ARM DS-5 Altera Edition allows you to specify the peripheral IP register descriptions using SVD files.
The SVD files are a result of the hardware project compilation using Quartus-1l. The SVD files contain the
description of both HPS peripheral registers (UART, EMAC, timers etc.) and soft IP peripheral registers
residing in the FPGA.

Trace Linux Kernel execution
ARM DS-5 provides powerful tracing features, allowing PTM and STM tracing and also allows for
different tracing buffer memories.

Enable Cross-Triggering

The Altera SoC FPGA offers powerful cross-triggering capability between the HPS and the FPGA fabric.
The HPS can trigger the FPGA and the FPGA can also trigger the HPS. ARM has updated the DS-5 tool
specifically for Altera to enable this SoC FPGA capability to be easily used.
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2 Lab Instructions

2.1 Set-up Host & Target and Launch DS-5

In the scenario presented here the Linux kernel needs to be running on the board, but it can also be
downloaded through the debugger. (We will not do this in this lab.) This scenario uses the pre-built
Helio GHRD Linux image available on RocketBoards and Linux code available from the GIT source. It is

assumed there is a serial connection to the target board and it is verified that the Linux boot process is

complete.

O

The Linux kernel executable file needs to be accessible on the host computer. Verify the he
kernel executable for the pre-built Linux image is located at
~/altera/13.1/embedded/embeddedsw/socfpga/prebuilt_images/vmlinux

The source code corresponding to the kernel running on the board needs to be accessible on the
host computer. The sources for the Linux image can be obtained by extracting the file
downloaded from http://git.rocketboards.org/?p=linux-socfpga.git;a=snapshot;h=socfpga-3.9-

rel;sf=tgz

In order for the ARM DS-5 to communicate with the target over Ethernet, the target’s IP address
must be known. On the target use the ifconfig utility to either set or verify the target’s IP
address.

The DS-5 Remote System Explorer uses secure communications with the target via SSH. The
default Linux kernel does not have a password set for the root user. Use the passwd utility on
the host to set a root password of your choice.

Included in the SoC EDS install is an Embedded Command Shell that sets up the environment so
that the DS-5 can access utilities directly without hard-coded paths. Launch the
Embedded_Command_shell.bat batch file (or embedded_command_shell.sh in Linux) from
~/altera/13.1/embedded

Launch the ARM DS-5 Altera Edition from within the shell, eclipse &, and select a workspace of
your choosing.

File Edit View Tools Help
Organize « Include in library « Share with + = o« i .j@.

=
MName Size Date modified

J linux-socfpga-socfpga-3.9-rel-edl1b8c 3/6/2014 10:50 AN
J linux-socfpga-socfpga-3_9-rel-ed01bdc 3/6/2014 10:50 AN
E linux-socfpga-socfpga-3.9-rel-ed01bc.tar.gz 107,404 KB 3/6/2014 10:34 AN

4 I 2
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File Edit Setup Control Window Help

Stopping Bootlog daemon: bootlogd. -
Poky 8.8 (Yocto Project 1.3 Reference Distro) 1.3
ttyse
socfpga lo
rFootEso a:™#f ifconfig eth® 192_.168.0.10

cfpga:™# ifconfig
Link encap:Ethernet HWaddr aé:4a:8f:d
inet addr:192.168.0.188 Bcast:192.
addr: fe88::akha:fff:fe

.8.255 HMask:255.255.255.8
c/64 Scope:Link

Ur B MTU:1588 Hetric:1

RX packets:1? errors:8 dropped:8 overruns:8 frame:8

TX packets:? errors:8 dropped:8 overruns:8 carrier:8
collisions:@ txqueuelen:1060

R¥ bytes:2823 (2.7 KiB) T¥ bytes:1446 (1.4 KiB)

Interrupt:152

1o Link encap:Local Loopback
inet addr:127.8.8.1 Hask:255.8.8.8
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING HMTU:65536 HMetric:1
RX packets:8 errors:8 dropped:8 overruns:8 frame:@8
TX packets:8 errors:8 dropped:@ overruns:® carrier:8
collisions:B@ txqueuelen:@
RX bytes:8 (8.8 B) TX bytes:8 (8.8 B)

1 [

' L o e |

e
File Edit View Tools Help

Organize »*  » = v

Narne

.. drivers
. ds-5
. ds-5_installer

| embeddedsw Altera Embedded Command Shell

| examples Version 13.1
. host_tools

K ip it joneslt jones—
eclipse &
| Embedded Command_Shell.bat 11 122232

|2 embedded_cemmand_shell.sh

JonesBt jones—Laptop
2] env.sh

| soceds_licbd

| version.bd

« I < LI}
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= Workspace Launcher
Select a workspace

Eclipse Platform stores your projects in a folder called a workspace.
Choose a workspace felder to use for this session.

Workspace: EM\Altera'\Projects\Worksp acel

» Copy Settings

- Browse...

@ [

0K

J

Cancel

= C/C++ - Eclipse Platform

File Edit Source Refactor Mavigate Search Project Run  Window Help

=L Welcometo D5-5 &3

ARM

Welcome to ARM® DS-5™

ARM Development Studio (DS-5) is a professional software development solution for Linux-based and
bare-metal embedded systems, covering all stages in development from boot code and kernel porting

to application debug and performance analysis.

The workbench is the main development environment where you can manage individual projects,
associated sub-folders, and source files. It uses a single folder called a workspace to store files and
folders related to specific projects. A typical workbench window contains one or more perspectives 3
set of related views, editors, menus, and toolbars.

DS-5 uses the C/C++ and DS-5 Debug perspectives.

To return to this page, select Welcome to DS-5 from the Help menu.

If you have any feedback, suggestions or ideas regarding D5-5 please send an email to feedback-
ds5@arm.com

DS-5 on the ARM website

Visit the ARM website for the latest DS-5 product information and updates. The D5-5
web resources include a quick-start guide, links to the forums for general discussion
on DS-5, to the knowledgebase where hints, tips and workarounds are
documented, and to any software updates that are available.

2.2 Connect to Remote Target

DS-35 Resources...
@ Welcome to DS-5
() How Do I...?
@ Tutorial Videos, Cheat Sheets

and Examples
@ DS-5 Documentation

@ Go to the workbench

m

[ Each Eclipse Workspace is comprised of many window Views and Perspectives. Open the
Remote System Explorer perspective and create a new Connection.

[0 The RSE connection will be to the running Linux system at the Host Name (i.e. IP address from
previous step). Give the connection a name of your choosing.
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[0 As mentioned earlier, the DS-5 will connect to the target using SSH protocols and therefore you
will need to modify the default Linux target type of file transfer from ftp.files to ssh.files.

[0 Connect to the remote system and enter the root username and password you define in the
previous step. The RSA security warning can be safely ignored.

[0 Once a connection has been established, expand the Root file system tree view to explore the
root file system that is on the active target.

[0 The DS-5 also has the capability to initiate an Ssh Terminal session to the remote target. Once
the terminal session is open, feel free to explore the running Linux kernel.

= Open Perspective =N ==

F@C/Ce+ (default)
Bacvs Repository Exploring
%Debug

#% D5-5 Debug

aJJava

:-'_JJava Browsing

&JJava Type Hierarchy

[ PyDev

E Remote Systern Explorer
rl\jResource

éDTeam Synchronizing

OK ] [ Cancel

= Remote System Explorer - Eclipse Platform
File Edit MNavigate Search Project Run  Window Help

r - B i 0@~ a5
45 Remote Syste 53 . % Team| — O
£ 2| 2| B|®T
4 |Ef Local
> ﬂ] Local Files

% Local Shells

Mew » | i Connection...
Go Into
GoTo »

E Open in New Window

Altera SoC Embedded Design Suite Page 9


ftp://ftp.files/

Macnica Americas

= New Connection

= ==
Select Remote System Type

Any distribution of Linux :H:

System type:
type filter text

4 [= General

=

5 55H Only
unix Unixe

# Windows

@ < Back Next > Finish

= New Connection

Remote Linux Sy C cti
Define connection information
Parent profile: |tjon5-L,aptop -
-
Description:
[¥] Verify host name
(@ [ <Back || met> |[ mnsh | [ cancel
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= New Connection
Files

Define subsystem information

Properties

‘om‘\ guration \

Property

Available Services

2 Ssh / Sftp File Service
4 S5H Connector Service
=] 55H Settings

Description

Valug

‘Work with files on remote systems using the Secure Shell (ssh) protocol.

@ <Back | New> |

Finish ] [

Cancel

= DS-5Debug - Altera-SoCFPGA-HelloWorld-Linux-GNU/
File Edit Source Refactor Mavigate

Search  Proje

|& #~ 0 &~

F5

F2
Delete

Alt+Enter

rs~
r[::‘ Project Explorer Jﬁ Remote Systems 3 [* Strean
E Local
% Lecal Files
% Local Shells
|5 Hpkial
MNew
Go Inte
Go To
E Open in New Window
E  Showin Tahle
= Monitor
£ Refresh
[ Rename...
¥  Delete...
i=| Copy..
Move...
Export...
— Import...
(€ hello.
3 = 9 Move Up
a4 *
5
[ Connect
7 -
12 : Properties

Altera SoC Embedded Design Suite
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18 Remote Syste 12 . S5 Team] =0
Ly|c=@BIS”
Ef Local
‘ED Local Files
Tk Local Shells = Enter Password
B Helio b
?D Sftp Files System type: Linux
}:D My Home Host name:
-+,
= Root User ID:
Pending...
% Shell Processes Password
G Ssh Shells [¥] 3ave user ID

4B 5sh Terminals [ Save password
[ ok || conce |
Il
= Warning
The authenticity of host '192.168.0.100' can't be established.
RSA key fingerprint is 9T:8a:dc:dc:5a5aab:5d:92:df: 3a:04:9:8c:01:ab.
Are you sure you want to continue connecting?
I Yes ] l No

= Remote System Explorer - Eclipse Platform
File Edit MNavigate Search Project Run

mi B i%-0-¢
45 Remote Syste 2 cQ:T.Tearﬂ =8
£8|le>r|B|ST
a Ef Local
3 ﬁ] Local Files

% Local Shells
F] |5 Helio|
4 ¥y Sftp Files
+l,

[y

i+ [ boot
b OO dev
b ete
I 1 home
0 ik
> [ lost+found
&+ [ media
3 mnt
i+ [ proc
[+ [ shin
) sys
[ ] tmp
P D usr
b £ var
b0 www
2 init
:g_'g linuxrc
[ % Shell Processes
% Ssh Shells
!‘:‘ Ssh Terminals

Altera SoC Embedded Design Suite
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45 Remote Syste &4 . %5 Tesm| — O
£ 8| CIR=1R- 0
a Ef Local
> ﬁ] Local Files
% Local Shells
Fl _&’ Helio
4 ¥y Sftp Files
> :=:=> My Home
i :=:=> Root
- [ Shell Processes
% Ssh Shells
S'J Ssh Terming'

Refresh F5

f39

Disconnect

Clear Password

@ Launch Terminal

Properties Alt+Enter

= erminals &3

%8 Helio 52
rootfisocfpga_cyclones:~# [

44 Remate Syste 22 %5 Team
£ 8| @| 8]
4 Ef Local
> ‘En Local Files
% Local Shells
4 _&’ Helio
4 Ty Sftp Files
> 5 My Home
> :'=:€> Root
> &g Shell Processes
5 Ssh Shells
a ‘_:;J 5sh Terminals
,S'J Helio

2.3 Import Linux Application
When the SoC EDS was installed, a group of example DS-5 software projects were also included. The
DS-5 Eclipse environment has the capability of directly importing existing projects that have been

archived.
O Import the ~\altera\13.1\embedded\examples\software\Altera-SoCFPGA-HelloWorld-Linux-
GNU.tar.gz into your workspace.

[0 The imported project is complete and only needs to be built. Build Project and make note of
the newly generated executable application.

File Edit Mavigate Search Project Run | Window | Help

fﬁ = - F:J’ Q" < MNew Window
. Mew Editor
Py Project Explorer 45 Remote Systems | [ S
=] | V:& Open Perspective 3
Show View 3

M Kernel Debug disconnected

Altera SoC Embedded Design Suite Page 13
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<= Remote System Explorer - Eclipse Platform

Edit Mavigate Search Project Run  Windo

A

Import... I}

Properties Alt+Enter

Exit

MNew Alt+Shift+N ¥

Open File...

Close Ctrl+W

Close All Ctrl+Shift+W

Save Ctrl+5

Save As...

Save All Ctrl+Shift+5

Revert

Move...

Rename... F2
& Refresh F5

Convert Line Delimiters To »

Print... Ctrl+P

Switch Workspace 3

=TT

= Import

Create new projects from an archive file or directory,

Select an import source:

@ Archive File

|[% Existing Projects into Workspace |

[, File System
=L Preferences

I [ Remote Systems

I+ = Run/Debug

|» = Scatter File Editor

| [= Target Configuration Editor

< Back Next > Finish

Cancel

Altera SoC Embedded Design Suite
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Import Projects

Select a directory to search for existing Eclipse projects.

) Select archive file:

Projects:

irectony:

MAltera\Tools\13.1\embedded\examples\softwareh\Altera-So CFPGA-HelloWorld-Linux-GNU tar.gz

Altera-SoCFPGA-HelloWorld-Linux-GNU (Altera-SoCFPGA-HelloWarld- Linwe-GMLU)

[/] Copy projects into workspace

Working sets

Add project to working sets

Wfarking sets;

File Edit Source Refactor MNavigate Search Project Run
D-HRal @ R RSCRNCA

[EbmistEelom i, © swarinedns] = O

—_—

B%

-

4 =5 Altera-SoCFPGA-HelloWorld-Linux-GMNU|
[ @] Includes
a [g hello.c
2l stdio.h
@ main(int, char™): int
& Makefile

File Edit Source Refactor Mavigate Search Project Run  Window Hel

]R-®~

M-ERal & RO ANCRN A
(Cekabpiain, © swamincoas] = O
B%~
4 |15 Altera-50CFPGA- :
o S Teelidee | New
&+ [l Includes
4 [£] hello.c Go Into
U stdie.h
u |.o . Open in New Window
@ mainfint,
L& Makefile 2 Copy
EI Paste
¥ Delete
Move...
Rename...
£y Import..
A
< Build Project %

Altera SoC Embedded Design Suite
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File Edit 5ource Refactor MNavigate Search Project Run

wih R RN A AR A
L*5 Project Explorer &2 {21 Streamline Data =8
==
=5 Altera-SoCFPGA-HelloWorld-Linux-GMNU
#P Binaries
[t Includes
[2 hello.c
[T

= helle.map
@ Makefile

[3_ Problems | ¥ Tasks | &l Consale 3 = Properties

CDT Build Console [Altera-SoCFPGA-HelloWorld-Linux-GNU]

*#*** Build of configuration Default for project Altera-SolFPGA-HelloWorld-Linux-GNU *%**
make all

arm-linux-gnueabihf-gcc -g -08@ -Werror -Wall -c hello.c -o hello.o
arm-linux-gnueabihf-gcc -g -08 -Werror -Wall hello.o -o hello

arm-linux-gnueabihf-nm hello > hello.map

*#**% Build Finished **%*

2.4 Debug Linux Application
Now that the application is built providing an executable, a configuration needs to be created that will

download the application over Ethernet, launch the debug session and turn execution control over to

the user.

(|
(|

Create a Debug Configuration and give the debug configuration a Name of your choosing.

In the Connection options window, select the target SoC and configure the DS-5 to Download
and debug application and ensure that the RSE connection selects the remote system as set up
in the first section.

The debug configuration will also need to know the Files necessary to download. This will be
the executable file that was built in the previous step that can be found in your Workspace.

In order for the download to happen, DS-5 needs to be told where the Target download
directory and Target working directory are. Set these to the target’s root home directory.

Establish the Debug connection to the target to initiate the application download and halt the
processor at main(). You now have control to step the processor, look at registers, variables,
etc. The STDIO will be presented in the App Console window.

When finished debugging the application, be sure to Disconnect from target so that additional
debug sessions can be initiated.
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f—
= cices Edipse

File Edit Source Refactor Mavigate Search Project Window Help

- ‘ BB g -aivd-@ Set Next Statement Ctrl+Alt+R
r[\j Project Explorer &3 %] Streamline Data] =8 % Run Ctrl+F11
SR %, Debug F11
=% Altera-SoCFPGA-HelloWorld-Linux-GMU Run History »
P o
3 flnlar;es Run As »
it Includes .
[ hello.c Run Configurations...
& stdio.h Debug History 3
@ main(int, char™) : int
Debug A: »
%5 hello - [arm/le] soug A -
hello. - [arm/le] Debug Cenfigurations... I}
&l ::”:E'r"f'l'ap Trepgl st Ctrls Shift-B
| & Makefile

Debug

Toggle Line Breakpoint

Toggle Method Breakpoint

Toggle Watchpoint

Skip All Breakpoints

Remove All Breakpoints

Breakpoint Types

Manage Python Exception Breakpoints

External Tools

Create, manage, and run configurations

@ [Files]: No target download directory details entered

E
-
S

cEexle
type filker text

[€] C/C++ Application
[E] €/C++ Attach to Application
[€] C/C++ Postmortern Debugger
[©] €/C++ Remote Application
#5 DS-5 Debugger
5 Kernel Debug
5 Linux Application Debug
&’ Iron Python Run
@ Iron Python unittest
Gl Java Applet
[31 Java Application
A7 Jython run
a Jython unittest
@ Launch Group
ﬂ PyDev Django
23 PyDev Google App Run
eF Python Run
éJ Python unittest
E Remote Java Application

MName:

Linux Application Debug

=Ji= Connectio Fileq Q,; Debuggeﬂ ?'éfi% RTOS Awarenesq )= Argumentq 2] Environmenﬂ EJ Event Vieweﬂ

Select target
Select the manufacturer, board, project type and debug operation to use. Currently selected: Altera - Cyclone V 5o0C

[

1> Arria V 50C
4 CycloneV 5oC

1> Bare Metal Debug

a Linux Application Debug

Connect to already running gdbsenver
| Download and debug application |
Start gdbserver and debug target resident application

1> Linux Kernel and/or Device Driver Debug

m

D5-5 Debugger will download your application to the target systemn and then start a new gdbserver session to debug the application.

RSE connection

Helio )

Use RSE Host

Address:
gdbserver (TCP) | port:

5000
Use Extended Mode

Filter matched 19 of 19 items

Apply Revert

@

Debug

Altera SoC Embedded Design Suite
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Create, manage, and run configurations
@ Mo target download directory details entered

[€] C/C++ Application
[E] C/C++ Attach to Application
[€] C/C++ Postmortem Debugger
[©] €/C++ Remote Application
5 DS-5 Debugger
#5 Kernel Debug
#5 Linux Application Debug
@ Tron Python Run
é’ Iron Python unittest
] Java Applet
[3] Java Application
Pa Jython run
& Jython unittest
= Launch Group
ﬂ PyDev Djange
25 PyDev Google App Run
ep Python Run
é’ Python unittest
E Remote Java Application

BRER. | o Mame: Linux Application Debug
‘t}‘PE\c”tE' text | -ie- Connection Lﬁ: Files % Debugger] RTOS Awarenesq )= Argumentq ] Environmenﬂ EJ Event Viewer]

Target Configuration
Application on host to downlead:

Target download directory:

Target working directory:

Files

[ Load symbols from file ']

B

®

. X Apply Revert
Filter matched 19 of 19 items =

-
= Open

Select afile:

a =5 Altera-SoCFPGA-HelloWorld-Linux-GNU
.cproject
.project
| & Makefile
|2 hello|
\ [£] hello.c
= helle.map
helle.o

[» 1=F RemoteSystemsTempFiles

@ =

Cancel

Altera SoC Embedded Design Suite
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Debug

Create, manage, and run configurations

Create, edit or choose a configuration to launch a D5-5 debugging session.

o I —,
L7 E5 “' H 5@~ Mame: Linux Application Debug

-it- Connection EE. Files . &% Debugger] RTOS Awarenesq

type filter text

)= Argumentq ] Environmenﬂ EJ Event Viewer]

[€] C/C++ Application

[E] C/C++ Attach to Application Target Configuration

[€] C/C++ Postmortem Debugger
[©] €/C++ Remote Application
5 DS-5 Debugger

0 download:

Stworkspace_loc:/Altera-50CFPGA-HelloWorld-Linux-GNU/h

<

T

#5 Kernel Debug

e...] ¥ Load symbaols
#5 Linux Application Debug

&' Iron Python Run - EEony
,5" Iron Python unittest ‘ /home/root

] Java Applet N

[3] Java Application < arget workl ony:
a Jython run ‘ 4 ,‘homefrooﬂ

a’ Jython unittest

= Launch Group Files

m PyDev Djange

25 PyDev Google App Run
ep Python Run

é’ Python unittest

E Remote Java Application

[ Load symbols from file

B

Filter matched 19 of 19 items

[ Apply

Revert ]

)|

®

F
= Enter Password

System type: Linux
Host name: 192168.0.100
User ID: root

Password (optional): |
Save userID

[ Save password

J |

Cancel

Altera SoC Embedded Design Suite
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R
i Edit Source

Feloctor Mavigate Seach Brojet Sun indow Eelp

@l #-0 &v3

T Pcc Extos | B ot 3yt 3 St Dot | gl 0] a5 oy 9 gt B e il 2 " o 5T peesions] 11 Funcio g=-n
L % o 2 o Appcation Dubug~
W L Pppbcation Debg commcted opped
(= Active Threads § @& Co
& Thread 50 £ copped anbrsakpont
= min ;

TEFERCEC] = BX1E314
. L #

Tloorld-Limx-Gihello” FEve
& & Mo

. s\orkspace”
& Al Thresds

stopped at breakpoint 1: GxBOSREICC

g nint arge, chars srgv) {
Deleted tewporary breakpoint: 1

W Unux Apphcation Dubup comacid -
Mo 05 Support ER St

rpRoEICe oo edea16468
oxaeas3cs oD exameccase
ain
* | expmosgscc B {r7.lc}

started, conne
ng from host 192,168.8.28

Wiitsbie Smanlzen  1:1

B App Console 3 ] Target Consolq @ Error Log]

<.:==’=> Linked: Linux Application Debug ~

# cd "/home/root"”
# export LD_LIBRARY_PATH=".:/home/root:3SLD_LIBRARY_PATH"
# gdbserver :5@@@ "/home/root/hello”
Process /home/rooct/hello created; pid = 65@
Listening on port 5@e@
: as been started, connecting to gdbserver

emote debuggin om host 192.168.8.28
Hello SoC FPGA!

Child exited with status @

[ Ds-5 Debug - A

File Edit Source Refactor MNavigate Search Project Run  Window Help

Bt @ g~ N @S- B E-Freoerar
r[\:u Project Explorer (Jﬁ Remote Systems (m Streamling,

ebug Control &

=] GEP LI M -MILNE:
P Linux Application Debug application exit: code

2.5 Debug Running Linux Kernel

The pre-built Linux kernel that is running on the target has the ability to be debugged. DS-5 for Altera

has been designed such that a debug connection can be established using the USB Blaster-Il that is built
into the Helio evaluation board.

[0 Create a new Debug Configuration and select a target connection to debug the Linux Kernel

and/or Device Driver using the USB-Blaster option. It may be necessary to Browse for the
connection to find the Helio on localhost [USB-1] debug hardware.
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O Since the kernel is already running there is no need to tell the debugger which executable files
to download to the target. However, the debugger does need access to the symbols that are in
the running kernel. It will be necessary to interrupt the processor with debugger commands
once a connection is established and
add-symbol-file ~\13.1\embedded\embeddedsw\socfpga\prebuilt_images\vmlinux

[ Itis also necessary to tell the debugger where the Source search directory is located. This is the
location of the extracted source in the first step of this lab.

0 It may take several seconds for the debugger to connect to the target, download the symbol file
and gain access to the environment of the running kernel. (If there are red error messages in
the console window referring to System ID mismatches, they can be safely ignored.) Once DS-5
has kernel awareness, feel free to poke around and look at the Active Threads for each A9
processor. Look at the Variables, Registers, Functions, etc.

0 When finished debugging the kernel, be sure to Disconnect from target so that additional debug
sessions can be initiated.

— Remote System Explorer - Eclipse Platform
File Edit MNavigate Search Project Window Help

Bt rJ 35 v Resume
Suspend
4 Remote Syste £ . 5. Team .
= Terminate
& & =
= =5 & | | | = Step Into
4 EF Local
Step Over
» * Local Files =R
3 Local Shells Step Return
4 _&’ Helio =+ Set Mext Statement Ctrl+Alt+R.
4 ¢>19D Sftp Files Run to Line
4
g Z'T My Home T Use Step Filters Shift+F5
» 5 Root
> Shell Processes Q.') Run Ctrl+F11
% Ssh Shells %, Debug 1
4 :";J Ssh Terminals
B Helio Run History b
Run As 3
Run Configurations...
Debug History 3
Debug As 3
Debug Configurations... L\\)
Manage Python Exception Breakpoints
@ External Tools 3
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2 Debug Configurations =

Create, ge, and run g

@3 Configuration for connection type ‘Linux Kernel Debug' is not valid - Connection cannot be empty.

¥ B “l I Mame:  Kernel Debug|
‘ type filter text

[] C/C++ Application
C/C++ Attach to Applicatior
ppl
[£] C/C++ Postmortem Debuge

(B:- Connectia Filaﬂ B Debuggeﬂ iz RTOS Awarenesﬂ G9= Argumantﬂ 2 Enwronmenﬂ 2] Evant\d’ieweﬂ

Select target =
Select the manufacturer, board, project type and debug operation to use. Currently selected: Altera - Cyclone V Sot

C/C++ Remate Application
ppl

#5 DS-5 Debugger

2% New_configuration Altera -
@' Iron Python Run Arria V 50C
@ Iron Python unittest Cyclone V SoC
[ Java Applet Bare Metal Debug
[T Java Application Linux Application Debug
A7 Jythen run Linux Kernel and/or Device Driver Debug
a Jython unittest Debug Cortex-A2_0 via Altera USB-Blaster
@ Launch Group Debug Cortex-A9_0 via DSTREAM/RVI
B PyDev Django Debug Cortex-A2_1 via Altera USB-Blaster =
43 PyDev Geogle App Run = —— e

.4 gle App

@ Python Run Debug Cortex-A%x2 SMP via Altera USB-Blaster
éJ Python unittest Debua Cortex-A3x2 SMP via DSTREAM/RVI &7

[Z, Remote Java Application

DTSL Options Configure trace or other target options. Using "default” configuration aptions

D5-5 Debugger will connect to an Altera USB-Blaster to debug a SMP Linux kernel

Connections.

Linuzx Kernel Debug ‘ Connection

L] F——
&
Filter matched 18 of 18 items
®

S N e

Connection Browser

Select a target connection

Helio USB-1

Helio on localhost [USB-1]
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Name: Kernel Debug

<= Connection [ Files | %% Debugger . 05 Awareness| €9- Arguments| g Environment

) Debug from entry point ) Debug from symbol | main |

itialization debugger script (.ds / .py)

[ | [File System... | [ Waorkspace...|

Run debug initializatiog dek
\ | | File Systen
Execute debugger commands \

interrupt
( add-symbol-file D:\Altera\Tools\13 1\embedded\embeddedswhsocfpgal prebuilt_images\vmlinu;

| | workspace...|

Host working directory

[ stworkspace_loc) | File System... | [ Workspace,

Paths

E—
Etsource\linu-secfpga-socfpga-3.9-rel-ed01b8c ,

Aprly

[ [dit Nevgate Sewch Project Bum Window Help

e T A
L Project Explores | 4 Remote Systems | - £ Debug Control. (. = 1) [ Commends 1 [l History | % Scripts.

. i 58 D v & 7 7 0|00 Varsbles i1 % Breakpoints| 5% Regters 9’ Expressions 1) Functions

SR X Qv 2ol DR T % Linked: Kermel Oubug = 2, Linked: Xeme Ocbug =
! Signls handied by operating systen .
8 Kl D comecied = &= - inning Sargen alters - Cyclone ¥ 5o on 0 Localhast T e [TypeCouniSacltocsionlicses:
-« & swapper/0 #2 stopped (F10) 0 was running) RiEaleas x " s i Bown 0 Sach+ @ (> File Statics (current)
= cpu_v]_do_idlesOx8 No SYSID registers could be found. Has a peripheral description file been supplied? ¥ (& Globets
R swopper/l 23 stopped (P 0w runving =
5 et 2 sped 7100 s i oy NoMsisisi et d
W swapper/] 3 stopped. 0 wa w Scurce directories searched: D:
% bheesdd 24 702 elf| interrupr
3 e S
A marae 06 (10 4 80018708 WOI  pe,1r
1 bworke 00H 77 aéd-sysbol-File D . " 1e
@ bterud 5 505 Sebiag s Reroel sippore foc vorsion “Limn sectotn-trelonts 570 1 BEFEL Tor 3 14
@ bt Exttution stopped st S-enseeiares
& migation #10
W e -
R reu_sched
@ behrqan 13
W ot 14
R bworker 10215 (P01
W bworker10H #16
& couset 77 10
@ thepersis
X kdedmpfs 319
g netns 820 (7

W bworker/ucl 921
R b-defaut 222 "
=

e Te—— - E
Uinur Keenet_Enabied Commend: Subont|
B pocs 1 = 13 1 Disassembly 7 T Memory) & Modules | Events| 2 Outine o
65 * cpuvy_doidie) A 2 Unked: Karne Db~
67 Idle the processor (eg, weit for interrupt). o 9+ <Nt nstruction> [
2 . Adiven | Opcode | Diassembly
+ Iags are already dissble e A
" 5:0x80015700 058
- ENTRY (cpu_v7_do_tdle) b
2 db #VFT ey enter a low-power mode

whi

v pelr
<pu_v7_deache_clean_sres
" p15,3800,r3,c8,c0, 51

o pe, L
EI02ROC (cpu_v7_do_idle)

ENTRY (cpu_v7_dcache_clean,

; 8 20 Console &5 I Target Console| @) ErorLog Bh@E--0
«
#ifndef TL6_CAN_READ_PROM_L1_CACHE

deache

inked: Kernel Debrug +

_Tine size r2, 73
0, 7,c10, 1 @ clean O entry

swbs el el r2

W Kemel Debng connected (Al - Cydone V5o )
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()= Variables @2 % Breakpoints] r) Registerq 1Y Expressions | () Functions}

& Linked: Kemel Debug ~

| »

m

Name | Value |
= = Locals 0 variables
== File Statics (current)
=F = Globals 1173 variables

£ (= C_A_D..ctrl_map 100 variables
£ (= dac_mmap_min_addr...ext?_xattr_user_handler 100 variables
t- = ext3_dir_inode_operations...ipvd_specific 100 variables
£- (= irg_default_affinity...netdev_budget 100 variables
t = netdev_max_backlog...oom_killer_disabled 100 variables
£ = DOpS_in_progress...process_counts 100 variables
= (= processor_id...sys_manager_base_addr 100 variables

- @ processor_id

— @ prof_on

t- @ protection_map

£ @ ramfs_zops

£ @ ramfs_file_inode_operations
t @ ramfs_file_operations
t- @ random_fops

£ @ random_table

— @ randomize_va_space
i @ raw_prot

v @ rcu_bh_data

£ @ rcu_bh_state

— @ rcu_cpu_stall_suppress
— @ rcu_cpu_stall_timeout
£ @ reu_dynticks

@ reu_num_lvls

— @ rcu_num_nodes

b @ rcu_sched_data

£ @ reu_sched_state

— @ reu_scheduler_active
4| m

1894697124 unsigned int

@ int
poprot_t[16]
const struct add
const struct inot
const struct file_
const struct file_
ctl_table[7]

1 int
struct proto
struct rcu_data
struct rcu_state

@ int

6@ int

struct reu_dyntic

1 int

1 int
struct rcu_data
struct rcu_state

1 int -

(9= Variables (00 Breakpoints | me Registers &1 . %' Expressions| f() Functionq

0 v = H

i

<':==D Linked: Kernel Debug ~

Mame ‘ Value |Size|Acces;|

== Core
—@ RO OxeaeBBBLlF 32 R/W
@ Rl ex8e4F@9E8 32 R/W
—@ R2 axeeapeeee 32 RAW
—@® R3 axeeapeeee 32 RAW
—@ R4 ox8@4ESB00 32 R/W
—@ RS exse4EsRER 32 RAW
—@ R6 @x88517838 32 R/W
— @ R7 ex8e4F3D4n 32 RAW
— @ R8 Bx8p4EEE80 32 R/W
—e R ex413FCeose 32 R/W
— @ R0 @x8e391858 32 R/W
— @ Rl axeeapeeee 32 RAW
— @ R12 axbeeBReeR 32 R/W
— @ SP ex8@4E9FAR 32 R/W
—@ LR exseeer2c4 32 RAW
—@ PC axsealBres 32 RAW
B @& CPSR ex6ee80893 32 R/W
& (= IRQ
B (= FIQ
[ (= UND
(= ABT
B (= SVC
B (= USR
[ (= MON

= CP15

- (= VFP

B (= NEON
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%)= Variables (00 Breakpoints (ﬂ Registers ﬁ(_;y Expre;sion;(f() Functions % & 7 =0
&, Linked: Kemel Debug ~
Mame A__‘ Start Address A_| End Address | Compilation Unit

@ stext 5:0xB0008000  S:0:BO00807B  arch/arm/kernel/head.5 B
@ _ create_page_tables S:(B000B08S 5:0:80008123  arch/arm/kernel/head.5 \:I
@ _ fixup_pv_table S:0x80008134 5:0x80008163  arch/arm/kemnel/head.5

@ _vet_atags 5:0x80008174 5:0x800081B3  arch/arm/kemnel/head.5

@ asm_do_[RQ 5:(kB00081CO  S:0xB00081C3  arch/arm/kernel/irg.c

@ do_undefinstr 508000814 5:0x8000838B  arch/arm/kemel/traps.c

@ do_IPI S:0B000838C  5:0x8000838F  arch/arm/kernel/smp.c

@ do_Datafbort S:(B0008390 5080008428 arch/arm/mm/fault.c

@ do_PrefetchAbort 5:0x8000842C  S:0xB00084C7  arch/arm/mm/fault.c

@ gic_handle_irg 5:0xB00084C8  5:0x80008523  arch/arm/common/gic.c

@ _ do_fixup_smp_on_up S:0xB0008528 S:0:8000853B  arch/arm/kernel/head.5

@ fixup_smp S:0B000853C  5:0x80008552  arch/arm/kemel/head.5

@ _fixup_a_pv_table S:(hB0008554 5080008577  arch/arm/kemnel/head.5

@ fixup_pv_table 5:0xB0008578  5:0x80008597  arch/arm/kernel/head.5

& run_init_process S0xB000859C  S:0xBO00BSBF  init/main.c

@ do_one_initcall S:(hB00085C0 5080008737  init/main.c

& match_dev_by_uuid S:0x80008738 5080008768  init/do_mounts.c

© name_to_dev t 5:0:B000876C  S:0xB0008B33 init/do_mounts.c

& vfp_enable 5:0x80008B34  5:0x80008B47  arch/arm/vfp/vpmedule.c

& vfp_raise_sigfpe 5:0xB0008B48  S:0x80008BB7  arch/arm/vip/vipmodule.c

& vfp_hotplug 5:0xB0008BB&  S:0xB0008C3F  arch/arm/vip/vipmodule.c

& vfp_cpu_pm_notifier S:0B0008C40  S:0xB0008CCT  arch/arm/vfp/vipmodule.c

& vfp_emulate_instruction.isra2  S:0x80008CC8  S:0x80008D0B  arch/arm/vfp/vfpmedule.c

& vfp_raise_exceptions S:0B0008D0C  5:0x80008E57  arch/arm/vfp/vipmedule.c

@ VFP_bounce 5:0x80008E58  5:0x80008F47  arch/arm/vfp/vfpmodule.c

@ vfp_sync_hwstate 5:0xB0008F48  S:0xB0008F9B  arch/arm/vip/vipmodule.c

& vfp_notifier 5:0xB0008FAC  5:0x300090C7  arch/arm/vip/vfpmodule.c

@ vfp_flush_hwstate S:0xB00090C8  5:0x80000123  arch/arm/vfp/vipmedule.c

@ vfp_preserve_user_clear_hwstate S:(x80009124  S:0xB00091AF  arch/arm/vfp/vfpmodule.c

@ vfp_restore_user_hwstate S:0x800091B0  5:0x80009223  arch/arm/vfp/vipmedule.c -

< | M ]

File Edit MNavigate Search Project Run  Window Help

i HEx B il o -

F) Project Explorer (JE Remote Systems (Il‘l Streamline Data (’T;}: Debug Control 3 =g
Bl%Rx %k Q- p O RS T
| 4 P Kernel Debug connected
4 [= Active Threads
a %3 swapper/0 #2 stopped (FID 0 was running)
= cpu_v7_do_idle+0x8
» %4 swapper/1 £3 stopped (PID 0 was running)
= All Threads
&5 DS
File Edit Mavigate Search Project Run  Window Help
£ - #F B R s -
75 Debug Control &2 =0
- -

| B3R

| 4 ' Kernel Debug connected
4 = Active Threads
a %3 swapper/0 #2 stopped (PID 0 was running)
= cpu_v7_do_idle+0x8
i+ % swapper/1 #3 stopped (PID 0 was running)
b (= All Threads
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2.6 View Peripheral Registers

DS-5 Altera Edition has the ability to see all peripheral registers; HPS AND FPGA based user defined IP
registers. After a complete hardware build is finished via Quartus-Il, a soc_system folder is generated
that contains the IP register descriptions, system.svd.

0 Modify the kernel debug configuration from the previous step to Add peripheral description
files from directory as stated above.

[0 Launch the Debug session again and notice the new Peripheral tree in the Registers window.
Explore the tree to see not only the HPS peripheral registers, but also the FPGA based peripheral
registers at the bottom of the list.

[0 Locate the LED PIO FPGA based peripheral and change the DATA value to observe the effect on
the LEDs on the Helio board.

[0 When finished debugging the kernel, be sure to Disconnect from target so that additional debug
sessions can be initiated.

Eile Edit Mavigate Search Project Run  Window Help
|.=€_,I> - 23; - m {vf-' - - - 1
[ Project Explorer | 4§ #5 1 Kernel Debug F
Debug As L3N
& Kernel Debug Debug Configurations...
Organize Favorites..,
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Mame: Kemel Debug

4 Connection ([ Files .7 Debugger| i OS Awareness| b=

| P8 Environment |

Target Configuration

Application en host to download:

Load symbals

Files

B2 peripheral description files from directory  +

= D:\Altera\Teols\13 1\embedded\examplesthardware\ov_sec_devkit_ghrd\soc_system\synthesis

Apply

Altera SoC Embedded Design Suite

)= Variables (90 Breakpoints (ﬁ Registers : Y Expressi u] ) Functionq & 7 =0
‘B, Linked: Kernel Debug -
MName Value ‘Size|Acce;s|

E
g MAC_Configuration exboeeeeEe 32 R/W
acgrp_MAC_Frame_Filter exeeeeaBEe 32 RAW
@ emacl_gmacgrp_GMI_Address expopoeeRe 32 R/W
% emacl_gmacgrp_GMI_Data oxgepoeeRe 32 R/W
@ emacl_gmacgrp_Flow_Control axeeeeeeee 32 R/W
@ emacl_gmacgrp_VLAN_Tag Bxeeeeeeee 32 R/W
@ emacl_gmacgrp_Version @xee081637 32 RO
@ emac0_gmacgrp_Debug expeeeeaae 32 RO
@ emac0_gmacgrp_LPI Control_Status exeseaeee 32 RAW
@ emacd_gmacgrp_LPL Timers_Control Bx@3E88800 32 R/W
@ emac0_gmacgrp_Interrupt_Status exeaaeee0e 32 RO

Revert
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1= Variables | ¢ Breakpoints |10 Registers £2 . ¥ Expressions| () Functions & ¥ =0
G==5 Linked: Kernel Debug ~
Name Value Size|Access
= spisl "
(= spim0
[= spiml

(= scanmgr

@ altera_avalon_pio_led_pio_sMDIRECTION oo a2 RAW

@ altera_avalon_pio_led pic s1@RQ MASK Bxepeepeeen 32 R/W
@ altera_avalon_pio_led_pio_s1 fDGE_CAP BxbBBBBEBD 32 R/W
@ altera_avalon_pio_led_pio_sI§SET_BIT write only 32 WO
@ altera_avalon_pio_led pio_ sl CLEAR_BITS write only 32 WO

m

== DS-3 -
File Edit MNavigate Search Project Run Window Help
i & B 4~ - - & - -

=

|.—|\j Project Explorer JE Remote Systems | 4 gline Data | % Debug Control 3 8
a%\%v%-\b S R
4 = Kernel Debug connected

4 [= Active Threads
4 % swapper/0 #2 stopped (FID 0 was running)
= cpu_v7_do_idle+0x8
> K swapper/1 #3 stopped (PID 0 was running)
» = All Threads

2.7 Trace Linux Kernel execution

This section presents an example of program trace using the Program Trace Macrocell (PTM) and storing

the trace information in memory using ETR. The trace scenario presented here uses Linux kernel

debugging as an example, but any application can be traced in the same way. As shown, the tracing can

be selected to show current core, a particular core, or follow the currently executing thread.

0 Modify the kernel debug configuration from the previous step and Edit the Debug and Trace

Service Layer (DTSL).

O Select the System Memory Trace Buffer (ETR) to capture the trace information in a section of
the system memory on the target. Notice that FPGA On-Chip Memory may also be used to store

trace data if accessible by the HPS.

[ Enable the Cortex-A9 to use core trace. We will be allowing tracing of both processors and the

trace will have timestamps associated with it.

[0 Configure the ETR such that it will not interfere with other data in the system memory.

(Defaults are fine here.)

[0 Before launching a new debug session, be sure to open a new Trace window view.

Altera SoC Embedded Design Suite
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[0 Once the debugger is accessing the kernel, allow the debugger to Continue for a few seconds to

populate the trace buffer. Pause the debugger and the trace window will populate.

O Use the mouse to move around in the trace window and observe the correlation to the

disassembly code in the window below.

[0 Explore selecting different threads and the effect on the trace output.

(= D55 Debug -

File Edit MNavigate Search Project Bun  Window Help
B v #~ i EH R

[r) Project Exploreriﬁg #5 1 Kernel Debug F

Debug As 3

M Kernel Debug ¢ Debug Cenfigurations... I},

Organize Favorites..,

MName: Kernel Debug

=I= Connection j Files| % Debugger| wareness | ()= Arguments nvironment
C i lizi} Files| &5 Debugg FﬁOSA (=)= Arg E

Select target

Select the manufacturer, board, project type and debug operation to use. Currently selected:
Altera / Cyclone V 50C / Linux Kernel and/or Device Driver Debug / Debug Cortex-ASx2 SMP

Altera
Arria V 5oC
Cyclone V 5o0C
Bare Metal Debug
Linux Application Debug
Linux Kernel and/or Device Driver Debug
Debug Cortex-A9_0
Debug Cortex-A9_1
Debug Cortex-A%x2 SMP

Target Connection

DTSL Options Copligure USB-Blaster trace or other target options. Using "default” configuration options

A

D5-5 Debugger will connect to an Altera USB-Blaster to debug a SMP Linux kernel
Connections

Linux Kernel Debug | Connection Helio on localhost [USB-1]:Helio USB-1

Browse...

Apply

Revert

Debug

| [ close
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.
= DTSL Configuration Editor =5

Debug and Trace Services Layer (DTSL) Configuration
Add, edit or choose a DTSL configuration for file : dtsl_cenfig_script.py, class: USBBlaster_DtslScript

L x MName of cenfiguration:
ger | Trace Buffer CortEx-Aﬂ STMW I:—I'Rw I:TF) \

Trac&gapture method Systern Memory Trace Buffer (ETR) v]

Timestamp 25000000

[ aen [ e

@ [k [ cance |

F B
& DTSL Configuration Editar (o]
Debug and Trace Services Layer (DTSL) Configuration for USB-Blaster |
Add, edit or choose a DTSL configuration for file : dtsl_cenfig_script.py, class: USBBlaster_DitslScript

Ll % Mame of configuration: | default

-AQ . STM | ETR| ETF|

| »

Enable Cortex-AQ 0 trace
Enable Cortex-A9 1 trace
PTM Triggers halt execution
Enable PTM Timestamps

m

Timestamp period 4000

Enable PTM Context IDs

Context ID Size 32 bit -

Cycle Accurate
Trace capture range

[ aeb [ e ]

@ [k J[ cance |
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. .
= DTSL Configuration Editor [

Debug and Trace Services Layer (DTSL) Configuration
Add, edit or choose a DTSL configuration for file : disl_cenfig_script.py, class: USBBlaster_DislScript

LN Mame of configuration: default

default

Start address (0:100000

Size 08000
|| Enable scatter-gather mode

[y [ o]

@ ok ][ canca |
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= DS-

File Edit MNavigate Search Project YoctoProjectTools Run Eﬂlnduw Help

i |& (& - D&~ @E|g

48 Remote Systems | £5 Debug Control 2
SEEEE TSN E
| ™ Kernel Debug disconnected

New Window

New Editor

Open Perspective

Show View

Customize Perspective...

Save Perspective As...
Reset Perspective...
Close Perspective

Close All Perspectives
Mavigation

Preferences

R Kernel Debug disconnected
No 05 Support

Commands &2 @ Hi:torﬂ &, Scripts]
B App Console |
9 Breakpoints
B Commands
£ Debug Control (
M} Disassembly 3
@ ErrorLog Alt+5hift+Q, L i
{5 Events
%Y Expressions i
fl)  Functions
B History
iE Memory
= Meodules
o Mavigator
8% Outline Alt+Shift+Q, O
5 Progress
ﬁ‘:, Project Explorer 3
mo  Registers i
48 Remote Systems
= RTOSData
B Screen
"& Scripts '
v Streamline Data
¥ Target
B Target Console
¥ Trace
¢« Trace Control L‘\’

&)= Variables
Other... Alt+Shift+Q, Q

milhd B %~ 8

o]
& -

Edit Mavigate Search Project YoctoProjectTools Run

Window Help

8 Remaote Systems | 4% Debug Contral &2

B % X %R| Q-

=0

=
5

| €0y ¥

W Kernel Debug connected
== Active Threads

= cpu_v7_do_idle+0x8

= cpuvi_do_idle+0x8
= All Threads

x’j‘ﬂﬁm T B JE
Nt

K% swapper/0 #2 stopped (FID 0 was running)

%% swapper/1 #3 stopped (PID 0 was running]

-

m
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= D5-5 Debug
File Edit MNavigate Search Project YoctoProjectTools Run  Window Help
rdjv |Iﬂ_I# .5:;7 m an g[_"ﬁ||§gﬂ W v.-l. - T (::lv -

J{E Remote Systems | ©2 Debug Control 23 P =B
SRR L IEYEEE @.@.ﬁ?“ C o P
| 4 W& Kernel Debug connected
4 (= Active Threads _
4 %3 swapper/0 #2 running (F1D 0)
& Mo Stack
a4 %3 swapper/1 #3 running (P1D 0]
&= Mo Stack
a [ All Threads
> % swapper/0 #2 running (FID 0)
I % swapper/l #3 running (PID 0)

Eie Edt Navigie Search Project VoctoProjectlools Fun Window Help

B e AL ~fre ooy =@
& Outline | Trace £3 0 49 Terminal | (=] Evenns | ' Memory 4 [ O w3 W14 R E =R
B Lk 5o et
Trace  Capture Dewce | Source | Ranges]
T |
3 680% L L 1 =
4%
anw L i L K
3%
3%6% -
e T T T 5
206% [} [} [}
289% L]
2% [ T T T - [ TR T T
237% .
208% 11 m 1 1
198% o=
180% 11 (1} (1} o
177%
158%
155% "
151% T i i o
Las%
141% W
136%
135 .
134% -
120% "
120%
17% u
7% -|| €
&

Index | Addres:
5:0x80833414
5:0x80033418

Detail =] 4

t_nc ; exBeoRcsse

5:0x8083341C
5:0480033420

5:0460033424.
5:0%50033428

5:0nB0RB1ERS.

2.8 Enable Cross-Triggering
Finding out whether a complex problem is caused by a hardware or software bug is normally the first
step towards a fix. The main methodologies for debugging across the hardware and software worlds
consist of:
e Triggering on an error condition in the software, and analyzing the state of the hardware around
that point in time.
e Triggering on an error condition in the hardware, and exploring what the software was doing
around that point in time.
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e Visualizing a history of software instructions and hardware RTL waveforms, and aligning them
on events of interest in order to explore the relationship between the two.

Each of these methodologies requires dedicated debug hardware on the boundary between the
hardened processor system and the FPGA fabric. Altera SoCs include a comprehensive implementation
of ARM CoreSight on-chip debug and trace logic, including a cross-trigger matrix that connects input and
output triggers from all the processors and trace macrocells in the processor sub-system and hardware
triggers to and from the FPGA fabric. The cross-trigger matrix can be easily programmed from the DS-5
Debugger to configure which hardware blocks generate triggers and which components are affected by
them.

It is necessary to have the FPGA programmed with the example design for the Helio board which
includes the FPGA LED design instrumented with SignalTap. You will need to program the FPGA
configuration PROM that is on the bottom side of the Helio board such that on board power-up, the
FPGA will be configured. (Alternatively, if you are familiar with programming Altera devices, you can
program the FPGA directly with the helio_ct.sof file and skip programming the EPCQ as directed below.)

2.8.1 Program the FPGA or EPCQ PROM
It is necessary to have the FPGA programmed with the hardware design that includes the SignalTap Il
modules used for cross triggering. The helio_ct.jic file can be used to program the EPCQ PROM and can
be found in the resources folder included with this lab manual. Following are the steps necessary to
program the EPCQ. Alternatively, if you are familiar with programming just the FPGA, use the
helio_ct.sof included the resources folder.

[0 Connect a USB cable to the BLASTER USB port on the Helio board.

0 Launch the Quartus Il Programmer

o Linux: “\quartus\bin\quartus_pgmw

o Windows: ~\altera\13.1\quartus\bin64\quartus_pgmw.exe

O Auto Detect the chain and select the 5CSXFC6C6ES device.

@ Select Device @

Encounter devices with shared JTAG ID for device 2. Please select your device,
) SCSEBAG

_) SCSEBAGES

; NFLECH
@ SCSXFCECHES

_| SCSXFCEDEES

[0 Right click on the FPGA device and chose Change File and select the helio_ct.jic file.

[0 Check the box to Program/Configure the EPCQ256 device. The FPGA will automatically be
selected as well.
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[0 Ensure the Cyclone V SoC Base Board [USB-1] connection is visible in the Hardware Setup
dialog box. If not, click the button and select the cable. (Drivers must be previously installed.

See the Altera web site for instructions.)

w Quartus I 64-Bit Programmer - [Chainl.cdf]*
File Edit View Processing Tools Window Help =

—
Hardware Setup... | Cyclone V 50C Base Board [USB-1]

[] Enable real-time I5F to

ckground programming (for MAX II and MAX V devices)

i Start '

i Stop

File Device Checksum

<none: SOCVHPS 00000000
Factory default enhanced... SCSXFCACEES 00CE4585
ﬁ] Auto Detect C:/Users/tjones/Desk... EPCQ256 96 16BF2C

L Delete

[ Add File...

“’_"_,‘ Change File...

== ==
Search altera.com @
Erase 15P

CLAMP

& save File

(2% Add Device...

1 up

' Down

SOCYHPS SCSXFCRCEES

TDO

»

m

@ E] T <<Searchs>

am x|

Type ID Message

4
jt System /\_Processing [

Messages

[ Click Start to initiate the programming of the EPCQ PROM. Programming the EPCQ will take

several minutes.

[0 Upon successful programming, power-cycle the board and observe the 4 LEDs cycling near the

power input jack.

2.8.2 Enable cross-triggering

In order for the ETM to generate HPS to FPGA trigger out conditions as well as receive FPGA to HPS

triggers in, you must enable the DTSL option as such.

O Modify the kernel debug configuration from the previous step and Edit the Debug and Trace

Service Layer (DTSL).

[0 Enable cross triggering in both directions and assume the triggers are accessible.
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File Edit MNavigate Search Project Run  Window Help
Ci-EE - AR RS R
m #5 1 Kernel Debug

Debug As »

| k Kernel Debug « Debug Configurations... [}

Organize Favorites...

MName:  Kernel Debug

<ie- Connection [ Files] Zh Debugger} as Awareness\l )= Arguments] ] Environmenﬂ

Select target

Select the manufacturer, board, project type and debug operation to use. Currently selected:
Altera / Cyclone V SoC / Linux Kernel and/or Device Driver Debug / Debug Cortex-A%x2 SMP

Altera
Arria V SoC E
Cyclone V SeC
Bare Metal Debug
Linux Application Debug
Linux Kernel and/er Device Driver Debug
Debug Cortex-A9 0
Debug Cortex-A9 1
Debug Cortex-A%x2 SMP

Target Connection
DTSL Options gure USB-Blaster trace or other target options. Using "default” configuration options
D5-5 Debugger will connect to an Altera USB-Blaster to debug a SMP Linux kernel
Cennections
Linux Kernel Debug | Connection Helio on localhost [USB-1]:Helio USB-1 Browse...
| Apply | | Revert |
’ Debug ] ’ Close ]
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, ,

Debug and Trace Services Layer (DT5L) Configuration for USB-Blaster
Add, edit or choose a DTSL configuration for file : dtsl_config_script.py, class : USBBlaster_DtslScript

= [F X Name of configuration: | default

The Cross Trigger interface can only be accessed if the system clocks
have been initialized. If the Cross Trigger interface is accessed

prior to the clock initialization, then the target may lock up.

The folllowing option should only be set if you are sure that the system

clocks have been initialized prior to D5-5 connecting to the target system.
an the Altera preloader script
< Assume Cross Triggers can be accessed
e

Apply Revert

® QK ‘ [ Cancel

2.8.3 HPS to FPGA cross-triggering

For the HPS to trigger the FPGA based SignalTap system, you will need to allow the software to free run,

enable the SignalTap system to trigger off the HPS generated trigger, then “interrupt” the free running

kernel as if it hit a breakpoint.

O
O

Allow the kernel debug session to free run.
Launch SignalTap and Open the pre-defined instrumented system with the helio_ct.stp file.

SignalTap communicates over the same JTAG connection as the DS-5 debugger. Once SignalTap
is up and running make sure you are communicating with the correct JTAG device.

The pre-defined SignalTap system is setup such that it will trigger on the incoming trigger signal
from the HPS CTI. Activate SignalTap system analysis.

Pause the actively running kernel debug session to mimic a software breakpoint being hit.

Both the DS-5 AND SignalTap are triggered and have captured data at the exact point in time
where the break occurred.
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Eile Edit Mavigate Search Project Run  Window Help

5~ H E i - PR IR I e -
ri\j Project Explorer (Jﬁ Remote Systems (m Streamnline Data (%F Debug Ci 23 =08
= =

SRR IR (C0 BN

s

P Kernel Debug connected
= Active Threads
3 swapper/0 #2 stopped (PID 0 was running)
= cpu v7 do idle+0x8
¥ swapper/1 #3 stopped (PID 0 was running)
= All Threads

N
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M Quartus IT 32-bit SignalTap I Logic AnalyzeC [helio_ct.stp] - | B
| File Edit Wew Processing Tools Help 57 Search altera.com @
| EH &8 9w
Instance Manager: . | | @] Ready to acquire . =
Instance Status LEs: 885 Memory: 5376 Small: MA Medium: NA . [Cydone V 50C Base Board [USE- v]
auto_sig... Mot running 885 cells 5376 bits NA NA

[@2: scs(esasEs |WFCaceES)). v |

=>| S0F Man,
| m | 3 E]
trigger: 2013/05/29 172845 #1 Lock mode: [ (=) Allow trigger condition changes only v] Signal Configuration: x
Hode Data Enable | Trigger Enable | Trigger Conditions -
Clock: |soc_system:u0 Iclk_dk |
Type | Alias Name 42 42 1|Z Basic AND B E|
5 [+~ _..d_pio:led_piojaddress, ¥h Baka
< ...led_pio:led_piojchipselect ] Sample depth: | 128 ~ | RAM type: | MK /MoK -
R - -
= _Pio:led_piojdata_out Xh Segmented: |2 64 sample segments -
& o:button_piojaddress ¥h .
= Storage qualifier:
3 [+~ _..o:button_piojreaddata 000000
< .._pio:button_picfin_port[0] § Type: §Continuous - I
(| @
Hierarchy Display: ® | [[] Data Loa: X
4 s |£| auto_signaltap_0

4 = soc_system:ul
= soc_system_led_pio:led_pio
= soc_system_button_pio:butt...

@ auto_signaltap_0

CIRE T <<Search>> -

Type ID Message

am x|

4

System /\_Processing J

Messages

0%  00:00:00
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Signal Configuration: =
= = .
-
Trigger
Trigger flow control: |SEquEnhaI - ‘
Trigger positon: |5 Pre trigger position -]
ol 1 B ‘
‘ D Trigger in

Node:

B

@ Hard Processor System (HPS) trigger out

[/ Rising Edge

attern:

D Trigger out

|:| Pin: |aum_stp_h'lgger_aut_aum_slgnaltan_tl |
|:| Instance: | - |

[7] Hard Processor System (HPS) trigger in

[] Hard Processar System (HPS) event: |U s |

Level: [ = Active High - ]

Latency delay: 5 cydes

Fle Edit View Processing Tools Help 57
=2" H=a
Instance Manag{

Instance

|£| @ Ready to acquire
5 LEs: 885 M
@ auto_sig... Mot running 885 cells 5:

Eile Edit Mavigate Search Project Run  Window Help E!

Ch~E @ E Thov o b - & w50 GO o v

I-?:I Project Explorer ﬂﬁ Remote Systems ﬂ-lrl Streamline Data =0
EIERE L IS =D =R

>
| 4 ' Kemel Debug connected " 4
4 (= Active Threads o
4 %3 swapper/0 #2 running (PID 0)
= cpu_vi_do_idle+0x8
1> K& swapper/l #3 running (PID 0)
[ = All Threads
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. - - [ESEEEE )

File Edit View Processing Tools Help 5/

FH & 9w

Search altera.com @

Instance Manager: 4 . Ready to acquire

X | JTAG Chain Configuration: ITAG ready X

Instance Status LEs: 885 Memory: 5376 Small: NA
|£| auto_sig... Mot running 885 cells 5376 bits NA

4 1

Medium: NA

Hardware: [Cydone  SoC Base Board [USB- '] [ Setup... ]
MA

Device: | @2: 5CS(EBAGESIXFCECSES)).. | | Scan Chain |

- SOF Manager: _1:',, 1] E]

log: 2013/05/28 17:56:08 #0

2
)

[=:]
-8

‘1EIH 112

S [+~ _..d_pio:led_piojaddress

< _..led_pio:led_pio|chipselect

Type | Alias Name '16_35'31?32;i
i
i
i

R ._pio:led_piojdata_out

B [#-__in:button_piojaddress

5 [# _..o:button_piojreaddat

00000007h

< .._pio:button_piofin_port{0]

A Data | =4 Setup

Hierarchy Display: b4 [ Data Log:

a > B auto_signaltap_0
a = soc_system:u0
= soc_system_led_pio:led_pio
= soc_system_button_pio:butt. ..

|£| auto_signaltap_0

@] E] T «<Search>>

a0 X

Type ID Message

4

Messages

System Processing T

0% 00:00:00

2.8.4 FPGA to HPS cross-triggering

For the FPGA to trigger the HPS you will need to allow the software to free run, enable the SignalTap
system to trigger off an event, a push-button on the Helio board in this case, then “interrupt” the free

running kernel.

O Allow the kernel debug session to free run.

O Modify the SignalTap setup such that there is a Don’t Care for the HPS incoming trigger and the
system will trigger on the falling edge of the push-button input.
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[0 Activate SignalTap system analysis.

[0 Press the SW11 push-button on the Helio board to trigger the SignalTap system.

[0 Both DS-5 AND SignalTap are triggered and have captured data at the where the hardware

trigger occurred.

D5

Eile Edit Mavigate Search Project Run  Window Help

o #- 0P i3

vES (oo v

P Kernel Debug connected
= Active Threads
3 swapper/0 #2 stopped (PID 0 was running)
= cpu v7 do idle+0x8
¥ swapper/1 #3 stopped (PID 0 was running)
= All Threads

|.—|\j Project Explorer (JE Remote Systems (r_q Streamline Data (iﬁ Debu =0
SRR TR WIC SN i

-7 Quartus 1

Fie Edt Vew Processng Took Hep 5 Search altera.com (]

Fda8 9>

Instance Manager: 4 Ready o acquire X | ITAG Chain Configuration: JTAG ready x

Instance Status LEs: 885 Memory: 5376 Smal: NA Medium: NA arcnare: (Cydone V5ac base Bord 105 =) [ sempon
[] auto_sig... Mot running 885 cells 5376 bits nA NA

]
Device: (@2 SCSEBAGESIXFCECEES).. 7| [ Scan Chain |

< i

- SDFManagEr‘ &) [0 E]

trigger: 2013/05/29 18:08:49 #0

Lock mode: | () Allow frigger condition changes only i Signal Configuration

___orbutton_piojreaddata,
—._pio‘button_piofin_port{0]

x
Hode ble | Trigger Enable | Trigger Conditio, e ]

Type|Alias Hame 2 -

L Trigger flow control: |Sequental ~

< .d_piorled_piojadress o

< ~Jed_pioded_ Trigger position: | £ Pre trigger position ~
_pioiled_pifdata_out Trigger conditons: |1 ~
io'button_piojaddress ——

< Pattern: 2 Don'tCare -

@) Hard Processor System (HPS) trigaer out

Pin: auto_stp_trigger_out_auto_signaltap_0
Instance:
Hard Processor System (HPS) trigger in =

e G

Hierarchy Dispi3

[ DataLog:

. [ = ] auto_signaltap_o
4 [¥] = soc_systemud

= soc_system_led_pio‘led_pio

= soc_system_button_piobutt

] aute_signaltap_o

@ E R W 7 = v
7

Type ID Message

l system /| Processing J

Messages

0% 00:00:00
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5 s 1 2 S

File Edit View

EH&UL

Sl

Processing Tools Help

"D

Instance Manag(

a @ Ready to acquire

Instance

auto_sig... Mot running

3 LEs: B35
885 cells

M
x

4 mm

File Edit W¥iew Processing Tools Help Search altera.com Y]
EH& 9w
Instance Manager: . - @] Ready to acquire JTAG Chain Configuration:  JTAG ready ®
Instance Status LEs: 885 Memary: 5376 Small: NA Medium: NA Hardware: ledonE V 5aC Base Board [USE- ‘] [ Setup.., ]
auto_sig... Notrunning 885 cells 5376 bits NA MA

Device: [ @2: 5CS(EBAGES|XFCSCEES).. | [ Scan Chan |

SOF Manager: _ii 1 [E

log: 2013/05/29 18:08:49 #1

Type |Alias Name -

5 .d_pio:led_piojaddress|

< ...led_pio:led_piojchipselect

B -.._pio:led_piojdata_out Oh
=§ _in:button_piojaddress Oh
f=: ...0:button_piojreaddata 00000007h ')(

5 .._pio-button_pifin_port[a]

E Data Setup

Hierarchy Display: X

[7] pata Log:

4 -
4 = soc_system:ud
[¥] == soc_system_led_pio:led_pio
= goc_system_button_pio:butt.

@ auto_signaltap_0

@ auto_signaltay

& T <<Searchs> '
X e @ @
1 Type pn) Message
i
% « ’
=\ _System /\_Processing
0% 00:00:00
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3 Notes
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